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SCCs as a basis for the transfer of personal data to processors established in third
countries remain valid. However, it clarified that personal data transferred to a third
country on the basis of the SCCs must be afforded a level of protection which is, in
essence, equivalent to the protection provided under the GDPR and the Charter.
When transferring personal data to third countries based on SCCs, the relevant
aspects of the local legal system (and especially public authorities’ access rights in
these countries) must be examined by all controllers and processors on a case-by-case
basis.
Further, the processor should inform the controller of its inability to comply with the
SCCs where it has received an overreaching request for access of data from public
authorities in its country. In such an event the controller is expected to suspend the
transfer of data.

Context:
The Court of Justice of the European Union (“CJEU”) on the 16th of July, 2020 issued a
ruling in the long running battle between Facebook, Ireland’s Data Protection
Commissioner, and the Austrian privacy activist Max Schrems. This decision in the case of
Schrems II, as it is called, was issued by the CJEU concerning the validity of the Standard
Contractual Clauses (“SCCs”) and the EU-US Privacy Shield. For some background, the
decision emerged in light of a clash between two very different legal regimes related to
people’s digital data: US surveillance on one hand and on the other hand, European data
protection and privacy. It was contended that the U.S’ prioritising of digital surveillance
contradicts European fundamental rights to privacy and data protection as set out in
various pieces of EU legislation such as the General Data Protection Regulation (“GDPR”)
and Charter of Fundamental Rights of the European Union (the “Charter”)

Judgement:
The crux of the court’s judgement is as follows:

Validity of SCCs:
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https://www.irishtimes.com/topics/topics-7.1213540?article=true&tag_company=Facebook
https://www.irishtimes.com/topics/topics-7.1213540?article=true&tag_person=Max+Schrems
https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX%3A32010D0087


VB

V B  L E G A L P A G E  2

Supervisory authorities are required to act by suspending or prohibiting a transfer
where the transfer is based on SCCs that cannot be complied with where the
controller or a processor has not itself suspended or put an end to the transfer.

The decision of the European Commission implementing “Privacy Shield” is invalid.
The ruling invalidates Privacy Shield as a method for cross-border data transfers.
While this invalidation directly affects only data transfers to U.S companies having
self-certified under the Privacy Shield framework, other requirements, determined
necessary by the CJEU for the assessment of local legal systems, create additional
conditions for data transfers to any other third countries under all transfer
mechanisms, especially where the law of that third country allows its public authorities
to intercede in the rights of the data subjects.

If you have been relying on Privacy Shield to transfer data to the US, you need to start
moving to put SCCs in place with your customers. Look out for any grace period in this
regard that the European Data Protection Board (“EDPB”) or Data Protection
Authorities in Member States (“DPAs”) may notify.
If you rely on SCCs to transfer data from the EU to third countries, you may want to
evaluate if you will be subject to any surveillance programs in your country resulting in
your inability to comply with the SCCs.
Watch out for any guidance from the DPAs, EDPB or EU Commission when they start
operationalizing this judgement for any additional measures that need to be put in
place while transferring data to surveillance States. The EU Commission is expected to
come up with new templates of the SCCs shortly. The Berlin Data Protection
Authority announced on 17th July, 2020 that all entities under its supervision,
including cloud providers, must stop transferring data to the US and switch to
providers in the EU. If not, they may only send their data to providers in adequate
countries.
In the long term, you may want to think about localising data within the EU itself.

Validity of Privacy Shield

Next Steps:

The above is a quick summary. We are watching this space closely and we will bring to
you further important developments on this subject in our subsequent updates.

The Judgment can be accessed here

The Press Release of the Judgment can be accessed here.

http://curia.europa.eu/juris/document/document.jsf?text=&docid=228677&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=9823471
https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf

