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One Step Closer To A New Indian Data Privacy Law 



Indian data privacy laws are being overhauled following a 2017 Supreme Court ruling that informational privacy is a fundamental right of all individuals. 

The last version of the proposed law, the ‘Personal Data Protection Bill, 2019’ (“2019 Bill”), was released in December 2019. Following its release, the Bill was
referred to a Joint Parliamentary Committee (“JPC”) of the Indian Parliament for consideration. After (almost exactly) two years of discussions, the JPC adopted its
Report on the 2019 Bill in November 2021. This Report was placed before the Parliament on December 16, 2021. 

A copy of the Report can be viewed here and the 2019 Bill can be viewed here. 

The JPC’s report is well worth reading in its entirely. It will likely shape the next draft of the proposed law, and also provide some indications on how the Indian
Government will enforce this law when it comes into force. In this update, we have analyzed some important aspects of the JPC’s recommendations and the likely
implications of such changes.

Here are some new concepts, and material changes, flowing from the DPC’s report: 
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1
Paras 1.15.8.4, 2.12 and 2.25 of the Report.

Current Position in 2019 Bill Make IIITopic

2, 13 & 16 Non-Personal Data The scope of the 2019 Bill is
presently limited to the
processing and protection of
personal data. 

Recommendation 
Nos. JPC Recommendation 

The 2019 Bill’s scope should be
enhanced to include regulation of
non-personal data (“NPD”) as well. 

The legislation can be termed the
“Data Protection Act, 2021”. 

The Data Protection Authority
(“DPA”) will be tasked with
governing personal data and NPD,
including anonymized data.
Separate regulations may be
issued specifically to govern NPD.

There are no provisions in
the 2019 Bill on non-
personal data. These will
have to be drafted, and
aligned with the current
draft. 

It also remains to be seen
what rights data subjects
have over NPD, or is NPD
considered an Indian
Government asset.

This will likely impact
products and solutions using
NPD, including AI and IoT
offerings.

1

https://btglegal-my.sharepoint.com/:b:/g/personal/prashant_daga_btg-legal_com/EVArQim3YihAtJO-YEJ26q0Bvrfs_BxhKYFuY9xv1IXczQ?e=lFHfa1
http://164.100.47.4/BillsTexts/LSBillTexts/Asintroduced/373_2019_LS_Eng.pdf
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2
Para 1.15.9.6 of the Report.

3 Implementation
Window

The 2019 Bill does not prescribe
the period within which
compliance should be achieved.

Provide a 2-year transition period
prior to enforcement of the
provisions of the Bill. 

This will be a welcome
modification as it grants
entities a much needed
buffer to institute
mechanisms to comply with
the proposed law. 

2

10 Hardware
Manufacturers 3 The 2019 Bill is silent on

regulating manufacturers of
hardware devices that collect
data. 

All emerging technologies, digital
and IoT devices should be certified
by testing facilities set up all
across India. 

Such technology/device should
meet prescribed data security
standards. 

The testing facility may report
inadequacy of a device to the DPA
for taking action against the
manufacturer. 

AI and IoT offerings are
likely impacted.

This is likely a national-
security related check (and
may be targeted at such
devices’ country of origin). 

Hardware manufacturers
will have to obtain
certification, develop
devices and technologies in
accordance with prescribed
standards. 

11 Data Localisation 4 Whenever cross-border transfers
of sensitive personal data are
undertaken, a copy of such data
will have to be stored locally (i.e.,
within India). ‘Critical data’ can
only be stored in India. 

In the interest of India’s security,
business, and innovation
prospects, entities holding
existing sensitive and critical
personal data out of India, should
be required to ‘mirror’ a copy of
such data and store it locally. 
Government surveillance over
such data will be subject to
applicable regulations. 

Entities hosting sensitive and
critical personal data outside
of India may be required to
formulate procedures to
mirror such data within India.

Government access to such
data continues to be under
extant data access
regulations under the
Information Technology Act,
2000. 

3
Para 1.15.16.3 of the Report. 

4
Para 1.15.17.5 of the Report.



One Step Closer To A New Indian Data Privacy Law  | 04

5
 Para 2.136 of the Report. 

50 Data Protection
Officer (“DPO”)

Every Significant Data Fiduciaries
(“SDFs”) is to appoint a DPO based
in India. 

‘key managerial personnel’ of
the data collector, and 
possess requisite domain
expertise.

In addition to the existing
requirement of being a resident of
India, the DPO should be:  

1.

2.

Key Managerial Personnel
are defined under Indian
company laws. SDFs will
likely have to appoint senior
officials resident in India as
DPOs. 

No qualifications for a DPO
have been prescribed, as
yet.

5

06 Social Media 
Platforms 6

No provision pertaining to social
media platforms. 

Social media platforms (that are
not intermediaries) to be treated
as “Publishers” and held
accountable for content hosted by
them. 

No foreign social media platform
to be permitted to operate in India
unless they establish a physical
office in India. 

The Report also suggests
establishment of a regulatory
body for regulating content
published on all media platforms. 

It is not clear if this
recommendation takes into
account the recently
released Information
Technology (Intermediary
Guidelines and Digital Media
Ethics Code) Rules, 2021
(“2021 Intermediary
Rules”). Arguably, a number
of these concerns have been
addressed therein already.

(The 2021 Intermediary
Rules are under challenge in
a number of courts, it should
be noted.)

40 Data Portability 7
Data fiduciaries reserved the right
to deny a data principal’s request
for data portability, if the same
would constitute a “trade secret”
and/or is technically unfeasible. 

Usage of “trade secret” as grounds
to deny the request to be deleted.
As per the JPC’s view, there shall
be no practicable mechanism to
verify a validity of trade secret (as
these differ industry to industry). 

Entities hosting sensitive and
critical personal data outside
of India may be required to
formulate procedures to
mirror such data within India.

6
 Para 1.15.12.7 of the Report. 

7
 Para 2.85 of the Report. 
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8
Para 1.15.11.3 and 2.75 of the Report. 

The reasons of denial may be
technical feasibility, subject to
regulations to be issued in this
regard, or compliance with court
orders. 

Government access to such
data continues to be under
extant data access
regulations under the
Information Technology Act,
2000. 

05 & 38 Children’s data 8 Data fiduciaries primarily dealing
with data relating to children to be
classified as “guardian data
fiduciaries”.

The JPC notes that the concept of
“guardian data fiduciary” is
superfluous. In addition, the
requirement to process data “in
the best interests of” children may
be deleted, being dilutive.

Data fiduciaries to mandatorily
register with the DPA.

Entities dealing exclusively
with children’s data will be
monitored closely by the
DPA. 

Consent has to be provided
once again if a child attains
majority. This will need to be
tracked, and complied in the
given timeframe. 

46 Data breach
9

Data fiduciaries required to
promptly report instances of data
breach to the DPA where such
breach is likely to cause harm to
data principals. 

Reporting of data breach to be
mandatory (irrespective of the
likelihood of harm caused to data
principals) and within 72 hours of
the occurrence of such breach. 

The DPA may direct that such
breach be disclosed to the data
principals.

All data breaches will have to
be reported to the DPA
within 72 hours. There is no
sliding scale of risk or
severity, and even nominal
breaches may need
reporting. 

It is not clear if the data
fiduciary cannot disclose a
data breach to the data
principal, without the DPA’s
order. 

9
Para 2.108 and 2.111 of the Report. 



1

Current Position in the 2019 Bill CommentsTopic

52, 54 & 55 Cross-border transfer
of sensitive personal
data

The restrictions applicable on cross-border transfer
of sensitive personal data are largely unchanged. 

The JPC recommends that the DPA consult the
Central Government prior to approving any cross-
border data transfer schemes. Additionally, it
proposes a clause to restrict sharing of such data
with foreign governments/ agencies, without
approval from the Central Government.

The involvement of the Central
Government in every transfer may result
in delays and requirement of
justifications for the transfer. A right to
refuse data transfer schemes if they are
“against public policy” has been mooted.

2

One Step Closer To A New Indian Data Privacy Law  | 06

Recommendation Nos.

Mandatory requirement to enter into a contract
with the data processor;
Data processor and its employees should only
process personal data in accordance with the
instructions of the data collector and treat such
data as confidential;
Engagement of sub-processors by the data
processor is not permitted unless authorised by
the data collector or permitted as per the
contract with the data collector.

Section 31 stipulates the following conditions on
engaging data processors: 

1.

2.

3.

The JPC has not proposed any additional
conditions or variations on the engagement of data
processors. 

-Engagement of data
processors by data
fiduciaries

-

33 Consent Language of the provision pertaining to consent
has been retained, but has been modified to clarify
that the data subject’s consent is to be obtained
without any kind of implicit inferences.

This provides further clarity on the
manners in which data subject consent
can be collected; it has to be context
specific and explicit. 

In addition, while the JPC’s recommendations will not significantly affect the following matters, some precisions are proposed:

10
 Para 2.150, 2.151, 2.154 and 2.155 of the Report. 

11
 Para 2.54 of the Report. 

10

11



1
36 & 37 Processing without

consent
Employers and data fiduciaries (i.e., data collectors)
are permitted to process personal data without
obtaining consent in certain limited instances, e.g.,
employer-employee relations.  

The JPC recommends clarifying that in addition to
necessity, employers may process personal data
only if it can be ‘reasonably expected by the data
principal’; and data fiduciaries require a ‘legitimate’
interest to process personal data without consent.

The tests of reasonable expectation and
legitimate interests are now specifically
included here.
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12
Para 2.61 and 2.65 of the Report. 

What’s next 

The Report’s recommendations will now be deliberated upon by lawmakers. This will likely lead to a new, revised version of the 2019 Bill. There are no indicated
timelines on when this would happen, but now that the process is underway, we expect movement in the coming weeks or in early 2022. 

BTG will keep you updated on the progress of the proposed law. If you have any questions on how this law will affect your business in particular, we can help you
think through these. Do contact us at: practicemanager@btg-legal.com
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